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It wasn’t so long ago that the truck-
ing industry security was focused on 
physical security and mechanical security. 
Companies wanted to prevent unauthor-
ized vehicle use and to avoid a mechanical 
failure. The days of being simply focused 
on physical and mechanical security are 
long gone. Truck safety is now much more 
expansive. 

Striving to be more effective and effi-
cient, the trucking industry has embraced 
myriad digital technologies, from integrated 
fleet management systems that encompass 
maintenance management, GPS enable-
ment, profit per mile calculations and fleet 
set-up, to “smart devices,” which allow for 
GPS enablement, driver tracking and profil-
ing, fuel consumption. 

Cybersecurity is the industry’s next way-
station. The embrace of digital technologies 
makes it crucial to prioritize cybersecurity 
measures to protect the industry from the 
ever-evolving cyber threats and vulner-
abilities. Through the adoption of robust 
cybersecurity strategies, the trucking indus-
try can ensure the integrity, availability and 
confidentiality of critical data and systems, 
paving the way for a secure and efficient 

future.
The United States Department of 

Transportation (DOT) provides a great deal 
of guidance to the industry, subjecting 
the industry to its comprehensive Federal 
Motor Carrier Safety Regulations1 that aim 
to ensure safety, efficiency, and compliance. 
These regulations and frameworks govern 
safety, environmental impact, and driver 
qualifications; but they do not fully address 
cyber security. 

There has been significant research 
in this area. Earlier this year, the European 
Union Agency for Cybersecurity (ENISA) 
published its first cyber threat landscape 
report dedicated to the transport sector.2 It 
found that ransomware attacks had become 
the most prominent threat against the trans-
portation industry in 2022, with attacks 
having almost doubled from the previous 
year. Ransomware attacks were followed 
by data-related threats, as cybercriminals 
targeted credentials, employee and cus-
tomer data, as well as intellectual property, 
for profit.  More than half of the incidents 
observed in the past year were linked to 
cybercriminals, most of whom appeared to 
employ “follow the money” as their modus 

operandi. Attacks by hackers were also on 
the rise, with a focus on the geopolitical 
environment and the goal of operational 
disruption. The threats in the European 
trucking sector were predominantly ran-
somware attacks, followed by data-related 
threats and malware. The automotive indus-
try, especially OEM and tier-X suppliers, 
has been targeted by ransomware, which 
has led to production disruptions. Data-
related threats primarily target IT systems 
to acquire customer and employee data as 
well as proprietary information.3

Last year, the transportation and truck-
ing industry was the ninth most targeted 
for cyberattacks.4 It is not unusual for a 
trucking company’s dispatching software 
to be hacked, so as to disrupt driver com-
munications and reducing the company’s 
ability to invoice for its services.5 Cyber 
criminals have also set up fake loads of 
items to be transported and have diverted 
funds away from legitimate transactions. 
More mundane attacks include exploiting 
the diagnostics ports found in truck engines 
that are used to access telematics and diag-
nostic information for routine maintenance 
and repairs. Cyber criminals have become 
adept at using that connection to bring 
about a “denial of service attack,” i.e., pre-
venting legitimate users from accessing 
information systems, devices, or other 
network resources.6 A single cybersecurity 
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disruption has the potential to cripple even 
the largest trucking companies while hav-
ing a detrimental impact on the supply 
chain as a whole. 

The efficiency of a trucking company’s 
operations often presents the greatest 
opportunity for a cyber breach. Motor carri-
ers ranging from the smallest to the largest 
in the industry typically have integrated 
their communications, billing, and logis-
tics operations into a single database.7 
While advancements in GPS navigation and 
automated systems further enhance a com-
pany’s operations, maintaining such varied 
applications in one place gives cybercrimi-
nals the chance to disrupt the business’s 
supply chain in one targeted attack.8

Such attacks aimed at a trucking com-
pany may manifest in many forms. Phishing 
targets employees directly by falsely posing 
as a customer, public official, or even some-
one within the organization. Depending on 
the company’s preparedness, ransomware 
and malware can bypass the firewalls and 
access confidential company and employee 
data. Even the rise of autonomous vehicles 
poses cybersecurity risks as their software 
can be hacked, leading to a loss of control 
over the vehicle and potentially damaging 
property and employees. Data theft was the 
most common outcome of these attacks, 
followed by extortion and impacts on brand 
reputation.9

In 2017, FedEx suffered a significant 
malware attack that limited its operations 
for months. More recently, Expeditors 
International of Washington, Seattle-based 
logistics giant, suffered a cyberattack that 
shut down most of its operating systems, 
diminishing its ability to conduct its opera-
tions, which was significant, given that it 
manages freight movements by air, sea and 
ground transportation in over three hun-
dred locations around the world. Smaller 
fleets are likewise vulnerable, as cybercrimi-
nals accomplish their goal of causing panic 
by halting operations. 10 

Last year, Bay & Bay Transportation, a 
Minnesota trucking and logistics company, 
fell victim to a ransomware attack. The 
company was targeted by a ransomware 
gang known as “Conti,” a so-called ransom-
ware as a service provider, as it provides 

malware, an extortion platform and sup-
port to affiliates, who get a percentage of 
the payments made by victims. Conti has 
been linked to hundreds of attacks, includ-
ing multiple transportation and logistics 
companies throughout the United States.  
While the attack impacted some of Bay & 
Bay’s systems, including a small minority 
of its desktop computers, the company 
shut down all operations as a precaution.  
Unfortunately, this was the second cyber-
attack leveled against Bay & Bay in three 
years, but the prior experience led to the 
company employing measures, including 
network segmentation, to minimize the 
impacts of this attack, allowing the com-
pany to return to “90% functionality” within 
about a day and a half of the incident. The 
company credited quick action, training and 
cloud-based backups with enabling a rapid 
recovery.11

Bay & Bay, which has a fleet of over four 
hundred power units, disclosed the attack 
after Conti began posting data stolen from 
the company to the dark web. Groups like 
Conti typically do this after victims refuse to 
pay their ransom demands. The carrier was 
attacked through a known vulnerability in a 
Microsoft Exchange server. While Microsoft 
released an update a month earlier, which 
would have fixed multiple security issues, 
Bay & Bay had not run the update prior to 
the attack.12

The government and industry have 
not idly stood by. The US Department of 
Homeland Security (DHS), DOT, and indus-
try organizations have done a great deal of 
research on these topics and have published 
guidance, which should be the industry’s 
best practices. 

There has been protracted debate as to 
what aspect of the infrastructure is the most 
critical.13 While that debate continues to 
rage, the Department of Homeland Security 
has determined that the transportation and 
logistics industry is among the most critical 
to the infrastructure of the United States.14 
The government has determined that the 
protection of our logistical assets against 
cybersecurity attacks is of paramount 
importance, reasoning that transportation 
disruptions, such as an attack on logistical 
assets, can prevent the delivery of fuel, 

food, pharmaceuticals and raw materials, 
the interruption of the supply of any of 
which would be disastrous to our security 
and economy.15

The National Infrastructure Protection 
Plan (NIPP)16 is a framework developed 
by the Department of Homeland Security 
to enhance the security and resilience of 
critical infrastructure sectors in the United 
States. Within the scope of the NIPP is a 
2015 Transportation Sector Specific Plan 
(SSP)17 focused on securing and ensuring 
the reliability of the transportation systems. 
Key components of the SSP include: 

1.  �Risk Management: Highlights 
the need for risk assessment 
and management practices. 

2.  �Information Sharing: Emphasizing 
the importance of information 
sharing and coordination among 
stakeholders and establishing 
information sharing networks 
and partnerships. 

3. 	� Physical Security: Addresses 
physical security measures to 
protect from threats such as 
terrorism, sabotage, and other 
malicious activities, to include 
security enhancements for 
critical assets, access control 
measures, surveillance systems, 
and the implementation of secu-
rity protocols and procedures. 

4. �	 Resilience and Continuity of 
Operations: Emphasizes the 
importance of building resil-
ience within the transportation 
sector, including strategies for 
maintaining essential opera-
tions, continuity planning, and 
the integration of resilience 
principles into infrastructure 
design and development. 

5. �	 Cybersecurity: Acknowledges 
the need for robust cyberse-
curity measures, to include 
the development of cyber-
security strategies, incident 
response plans, and the adop-
tion of best practices to protect 
transportation.18

More recently, DOT published a draft 
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2020 draft update entitled, “Cybersecurity 
Best Practices for the Safety of Modern 
Vehicles.”19 An update to the 2016 docu-
ment, the draft “is intended to cover 
cybersecurity issues for all motor vehicles 
and motor vehicle equipment (including 
software).20 While not prescriptive, it does 
recommend that “(t)he automotive indus-
try should follow the National Institute of 
Standards and Technology’s (NIST) docu-
ment Cybersecurity Framework,”21 and, 
further, that the approach should: 

•	 be built on risk-based prioritized 
identification and protection of 
safety-critical vehicle control 
systems; 

•	 eliminate sources of risk to 
safety-critical vehicle control 
systems were possible and 
feasible; 

•	 provide for timely detection 
and rapid response to potential 
vehicle cybersecurity incidents 
in the field; 

•	 design-in methods and pro-
cesses to facilitate rapid recovery 
from incidents when they occur; 
and

•	 institutionalize methods for 
accelerated adoption of lessons 
learned.22

Finally, at a very high level, the DOT 
document outlines a specific vehicle devel-
opment process with explicit cybersecurity 
considerations. This includes:

•	 process;
•	 risk assessment;
•	 sensor vulnerability risks;
•	 protections;
•	 inventory and management of 

software assets on vehicles;
•	 penetration testing and 

documentation;
•	 monitoring, containment and 

remediation;
•	 data, documentation and infor-

mation sharing;
•	 continuous risk monitoring and 

assessment; and
•	 industry best practices.23

Established in 2015, the Automotive 
Information Sharing and Analysis Center 
(Auto-ISAC, Inc.) is an industry organization 
focused on enhancing cyber security in 
the automotive sector.24 Recognizing that 
as vehicles become increasingly connected 
and, eventually autonomous, the manufac-
turers and suppliers recognized the need 
to provide safeguards from potential cyber 
threats that could compromise safety, pri-
vacy, and data integrity. It has developed 
a comprehensive set of best practices: 
incident response; collaboration and 
engagement; governance; risk assessment 
and management; awareness and training; 
threat detection; monitoring and analysis; 
and security development lifecycle.25 

The regulations and guidance promul-
gated by DHS, DOT, and Auto-ISAC, Inc. are 
leading the industry to a cyber standard 
of care. Standard of care refers to the level 
of care, diligence, and responsibility that 
individuals and organizations are expected 
to exercise in the execution of their duties 
or protecting their assets. The notion of a 
cyber standard of care applies this concept 
to the principle of level of care, diligence, 
and responsibility to digital assets, informa-
tion systems, and data from cyber threats 
and vulnerabilities.26 

With the initial parameters set by the 
governmental agencies, then, this is the 
opportune time to establish a standard 
framework and benchmarks for a cyber 
standard of care, to consider the reasonable 
and prudent actions to prevent, detect, and 
respond to cyber-attacks and data breaches. 
This framework and benchmark should be 
grounded in current industry best practices, 
although reinforced by regulatory guidance 
and other providers, such as the insur-
ance industry. Further, a cyber standard of 
care needs to be reasonable and prudent. 
The cybersecurity landscape is constantly 
changing and evolving, and organizations 
only have limited resources that they can 
devote to cybersecurity. The standard of 
care acknowledges that there is no one-size-
fits-all solution and that measures must be 
tailored to the specific circumstance and 
organizational risk profile. There are several 
key principles that should be included in an 
evolving cyber standard of care: 

1. 	 Risk assessment: Organizations 
should conduct regular risk 
assessments to identify and 
evaluate potential cyber risks 
and vulnerabilities. This includes 
assessing the value of assets, 
likelihood of threats, and poten-
tial impacts. 

2.	 Security controls: The imple-
mentation of appropriate security 
controls and safeguards is essen-
tial. This includes measures such 
as firewalls, intrusion detection 
systems, encryptions, strong 
authentication mechanisms, and 
regular software updates.

3 . 	Employee Training and 
Awareness: Organizations must 
invest in educating and training 
employees about cybersecurity 
best practices, to include aware-
ness about common threats like 
phishing, social engineering, 
and malware, strong password 
management, data handling 
practices, and reporting suspi-
cious activities. 

4.	 In c i d e n t  Re s p o n s e  an d 
Recovery: A well-defined inci-
dent response plan, including 
procedures, is essential. The 
plan should have protocols 
for detecting, containing, and 
mitigating the impact of cyber 
incidents, post-incident analysis, 
and implementing measures to 
prevent future occurrences. 

5. 	 Supply-chain Risk Manage- 
ment: Organizations often rely 
on third-party vendors, suppli-
ers, and partners for various 
services and solutions. A cyber 
standard of care requires that 
organizations assess and man-
age the cybersecurity practices 
of these third parties. 

6. 	 Compliance with laws and 
regulations: While the truck-
ing industry is well-versed in 
compliance, the cyber security 
standard of care includes com-
pliance with industry-specific 
standards, data protection 
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requirements, industry compli-
ance frameworks, and contractual 
obligations. 

7. 	 Continuous Monitoring and 
Improvement: Cyber secu-
rity is not a one-time checklist 
activity; it requires continuous 
monitoring, assessment and 
improvement of cybersecurity 
measures. 

The industry’s implementation of a 
cyber standard of care should include, at a 
minimum, current industry best practices, 
which include the use of a threat modeling, 
supply chain risk management. The adop-
tion of a verified-trust approach should be 
the starting point.27

Threat modelling is the systematic 
identification of organizational assets, 
generally the assets believed to have 
value, e.g., value to the attacker, value to 
the organization, or value as a stepping 
stone to something else. The model then 
identifies what the organization has, or is 
building, what can go wrong, and what 
should be done about it.28 The threat model 
should be used in conjunction with the 
MITRE29 Adversarial Tactics, Techniques, 
and Common Knowledge (ATT&CK) frame-
work (MITRE ATT&CK Framework) and DHS’s 
Cyber Security Evaluation Tool (CSET)30 in 
order to provide a comprehensive view of 
the organization’s entirety.31

A comprehensive understanding of the 
supply chain will also help identify and 
mitigate risk. The United States Department 
of Defense (DOD) defines Supply Chain Risk 
Management (SCRM) as the “systematic 
process for managing supply chain risk 
by identifying susceptibilities, vulnerabili-
ties and threats throughout DOD’s ‘supply 
chain’ and developing mitigation strategies 
to combat those threats whether presented 
by the supplier, the supplied product and its 
subcomponents, or the supply chain (e.g., 
initial production, packaging, handling, 
storage, transport, mission operation, and 
disposal).” SCRM has four aspects: secu-
rity, integrity, resiliency, and quality of 
information.32

Finally, the use of verified-trust prin-
ciples during the implementation and 
operation phases. The idea of verified-trust 

is modification of NIST’s Zero-Trust 
approach, and uses the principles of “ver-
ify, least privilege, micro-segmentation, 
assume breach, continuous monitoring, 
encryption, comprehensive access controls 
and automation.”33

Like the situation with so many other 
industries, the vast majority of transporta-
tion companies will have great difficulty 
preventing all cyberattacks, particularly 
when those attacks are initiated or sanc-
tioned by nation-state actors.34 Cyber 
attackers will look for the weakest link into 
networked systems. Some of the most 
destructive attacks have started with an 
unprotected entry into a small business’ 
computer system that is connected to a 
larger system. (e.g., a targeted breach via 
a truck’s diagnostic port). For that reason, 
many companies mitigate that risk by pur-
chasing cyber security insurance. Cyber 
insurance policies may have significant dif-
ferences in the language of what is covered, 
so transportation company risk managers 
should pay close attention to what risks they 
are retaining and what will be covered by 
their policies.

Moreover, recent decisions by major 
re-insurer companies to limit, if not outright 
exclude, coverage for ransomware attacks, 
as but one example, have created a level of 
uncertainty into mitigation strategies. The 
current situation is akin, although not iden-
tical, to the situation property and casualty 
insurance companies faced in the after-
math of the September 11, 2001, terrorists’ 
attacks. Most private insurers took steps 
to exclude coverage for damages caused 
by terrorist attacks, leading Congress to 
create a federal Terrorist Risk Insurance 
as a backstop to shore up the private sec-
tor’s willingness to cover terrorist-inflicted 
damages. The day before the Terrorist Risk 
Insurance Act received approval, Congress 
passed the Homeland Security Act of 2002, 
creating the Department of Homeland 
Security and, within it, a risk-mitigation 
program called the Support Antiterrorism 
by Fostering Effective Technologies Act of 
2002, commonly known as the “SAFETY 
Act,” to be administered by the DHS Science 
& Technology Directorate.35

The SAFETY Act36 provides important 

legal liability protections for providers of 
Qualified Anti-Terrorism Technologies 
– whether they are products or services. 
The program’s goal is to encourage the 
development and deployment of effec-
tive anti-terrorism products and services. 
Liability protections over the past 20 years 
have been extended to “sellers” of physi-
cal products and cyber protection systems. 
The SAFETY Act is specifically intended to 
provide liability protection to private sector 
entities where there is a terrorist caused 
act, and the determination of what con-
stitutes an “act of terrorism” is made by 
the Secretary of Homeland Security. The 
definition of “terrorism” for purposes of the 
federal Terrorist Risk Insurance program is 
made by a group of three federal cabinet 
officials. Risk managers therefore should be 
aware of what their cyber security and ter-
rorism risk insurance policies cover and, to 
the extent that there may be gaps in cover-
age, seeking SAFETY Act protections might 
be advisable.37

The SAFETY Act liability protections 
apply to a wide range of anti-terrorism 
products, systems, and services. A private 
sector entity must apply for protections 
for the Department of Homeland Security 
to determine if their offering is a Qualified 
Anti-Terrorism Technology.38

As a critical part of America’s infrastruc-
ture, the trucking industry has been and 
will continue to be a target of cyber-attacks. 
Beginning well before, but accelerated 
greatly by the 9/11 attacks, the government 
has promulgated guidance and regulations 
to guard against such malicious attacks. 
These evolving standards serve as the base-
line for the industry itself to develop and 
cyber standard of care, born of the indus-
try’s best practices, which have been and 
must continue to be ahead of governmental 
regulation and supervision. No cyber stan-
dard of care can be, nor should be expected 
to be, completely successful in prevent-
ing or repelling such attacks, so additional 
safeguards in the form of insurance are 
essential. The government encourages   
such pragmatism, as exemplified by the pro-
tections afforded by the SAFETY Act. Cyber  
attacks have become, and unfortunately 
will remain a frequent occurrence in the 
trucking industry. 
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